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Executive summary
S

Microsoft has retired the use of one-time passcodes sent via email for accessing shared SharePoint and OneDrive content.
As this authentication method provided a lower level of security, it is no longer supported.

External users must now sign in with a Microsoft account and verify their identity using the Microsoft Authenticator app.
Once they enter their credentials, they will receive a prompt on their mobile device to approve the sign-in. In some cases,
they may also be required to enter a number displayed on screen before approving the request.

This enhanced authentication process helps ensure that only the intended recipient can access the shared content,
significantly reducing the risk of unauthorised access if an email account or password is compromised.

Before: SPO OTP / email PIN Now: Microsoft Entra B2B

* Specific people links could be ® External users are represented as
verified with a time-sensitive email § B2B guest identities in your tenant.
code. :

* Authentication can use their
work/school identity, Microsoft
account,

# External recipient did not always
have a visible guest account in Entra
ID.

* MFA and Conditional Access can be
applied consistently to guests.

* |ess control for group membership,
lifecycle management and
Conditional Access.
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External user experience: access + MFA setup

1. Open shared link 2, Sign in / verify

Verify your identity
SharePoint link

Code / sign-in

>

Recipient opens the specific-people link
from SharePoint or OneDrive.
identity is available.

Microsoft sign-in identifies the guest.
Email OTP may be offered if no other

3. Complete MFA 4. Access document

Document opened

> >

After successful authentication and
MFA, the document opens with the
permissions granted.

If your policy requires MFA, the guest
follows the security registration and
challenge prompts.
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Set up multifactor authentication

When a file or folder on DCJ SharePoint / OneDrive is shared with an external recipient, the recipient

receives an access link at the email address used for sharing. To open the shared content, the
recipient must set up multifactor authentication (MFA)

In this example, a OneDrive folder named “Guest Account Share Folder” has been shared with
ExternalUser@gmail.com.

I = the folder "Guest Account Share Folder” with you
I

=

I s hared a folder with

you

Here's the foider tha I shared with you



mailto:ExternalUser@gmail.com
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Set up multifactor authentication

Click Open. The user will then be prompted to Sign in.
The external recipient must enter the email address to which the file was shared. In this example, the
user should enter ExternalUser@gmail.com and then click Next.

B Microsoft

Sian in

ExternalUser@gmail.com

The user will be prompted to enter a verification code sent to their email address. Retrieve the code
from the email, enter it in the verification field, and then click Sign in to access the shared file.

[ DCJ (via Microsoft) <account-security-noreply@accountprotection microsoft coms
DC)

Account verification code

urces, please use the code below for account verification. The code will only work for 30 minutes,

90381716

If you didn't request a code, you can ignore this email

(e Reply ) ( ~ Fomard ) (@)
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Set up multifactor authentication
-

DCJ Entra ID will request basic profile read permissions to complete the creation of the guest
account required to access the shared resource. Review the permission request and click Accept to

continue.

B® Microsoft

ExternalUser@gmail.com

Permissions requested by:
Da

facs365.onmicrosoft.com

By accepting, you allow this organization to:
v Receive your profile data

~ Collect and log your activity

v Use your profile data and activity data

You should only accept if you trust DCJ. DCJ has not provided
links to their terms for you to review. You can update these
permissions at https://myaccountmicrosoft.com/organizations.
Learn more

This resource is not shared by Microsoft.

cons
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Set up multifactor authentication

The user will now be prompted to set up Multi-Factor Authentication (MFA) to enhance the security of
their account. Click Next to begin the MFA configuration process.

" Microsoft

ExternalUser@gmail.com

Let's keep your account secure

We'll help you set up another way to verify it's you.

Use a different account

Learn more about verifying your identity

By default, Microsoft presents the option to configure Multi-Factor Authentication (MFA) using the
Microsoft Authenticator app. Download and install the appropriate version of the app on your mobile
device, then click Next to continue
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Install the App

Apple devices use the App Store and Google devices use the Google Play Store.
Search for the Microsoft Authenticator app in your app store / play store on your Phone.

Tap on the Get / Install button

Apple App Sore Android Pay store
a8 0l L] |
1307 « ol T
) & GooghePlay q
£ Search
Microsaft Microsoft
Authenticator Authenticator
, L} it bl raniatlt Car péadulitas
ul £k L=
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Configure the App

Once the Microsoft Authenticator app is installed, tap to open it. The first couple steps may vary
slightly based on if the app had previously been installed or not.

12:56 7

Tap on the + (Plus) icon

= Authenticator

Microsoft

e gl com

Azure AD
m i gmail.com

Add account

Azure AD
G hotmail.com

WHAT KIND OF ACCOUNT ARE YOU ADDING?

[ | |
Personal account
|

Azure AD
rri & hotmail.com

Ex E B X

Work or school account

Other (Google, Facebook, etc.)




Install the App

Tap on the Scan QR Code button There may be a prompt asking for permission to use
Apple App Sore Android ey store the camera. Tap Approve or OK.

Add work or school account

el work o sches secount BF Scan a OR code

oo | | & s

GANCEL

Device / Phone Computer Screen

Keep your account secure

ticator




Configure the App

Once the Authenticator App recognizes Notice the account is now listed on the Authenticator
the QR Code, there will be a brief App.
loading screen.

12:56 7

Scan QR code

= Authenticator

Microsoft

rr_@gmail.com

Your account provider will display a QR code

Azure AD

n_@gmail.com

2 hotmail.com

Azure AD

mill@hotmail.com

xtmxt
MikeR.OAuth.Test1@xtmxt.onmicro...

2
&
gy Ao
&
&

Authenticator Passwords Addresses Verified IDs
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Approve the sign-in

Once successfully signed in, stay in the You should receive a prompt on your phone to verify
Microsoft Authenticator app. your identity. If the prompt does not appear and you are
instead asked to enter a code, proceed to the next step.

12:67 7 12:56 7

= Authenticator = Authenticator

Microsoft Microsoft

mi @ gmail.com i@ gmail.com
Azure AD N Azure AD

mi @ gmail.com il @gmail.com
Azure AD

G otmail.com G hotmail.com

Azure AD

miGhotmail.com

Approve sign-in? >
xtmxt
MikeR.OAuth.Test1@xtmxt.onmicrosoft.
com

xtmxt

o
5]
Ao
&
&

Deny Approve MikeR.OAuth. Test1@xtmxt.onmicro...
xtmxt 5
MikeR.OAuth. Test1@xtmxt.onmicro...

5 B B B B = X

&3

& ©
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Approve the sign-in

Once successfully signed in, stay in the
Microsoft Authenticator app.

xtmxt
MikeR.OAuth Test1@xtmxt.onmicro
soft.com

Notifications enabled
You can use this device to approve notifications to
verify your sign-ins

One-time password code

297 601

[Q Enable phone sign-in

Q Change password
K= Update security info

® Review recent activity
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This completes the multifactor authentication setup for
the guest account.

B® Microsoft

@ Authenticator Added

You can now use Microsoft Authenticator to approve
sign-ins, get one-time codes, and more.

This is now your default sign-in method.




Frequently Asked Questions

I am not receiving the verification code or sign-in email. What should | do?

Check your Junk/Spam folder and ensure you are using the same email address that the file was shared with. If the issue continues,
contact the person who shared the file and ask them to verify the email address used.

Why does the link say | do not have permission to access the file?

This usually occurs when you sign in with a different email account than the one the file was shared with. Sign out and access the link
using the exact email address that received the invitation.

Can | use a shared mailbox or team email address to access shared content?

No. The new authentication process is designed for individual user accounts. Shared mailboxes and generic email accounts are
typically not supported for MFA registration and access.

| have already completed MFA. Why am | being asked to sign in again?

You may be required to re-authenticate periodically due to security settings or session expiry. Simply sign in again using your registered
MFA method to continue accessing the shared content.

The verification notification is not appearing on my phone.
Open the Microsoft Authenticator app manually and check that notifications are enabled on your mobile device.

I scanned the QR code, but MFA setup failed.

Check that your mobile device has internet access and that you completed all steps in the Microsoft Authenticator registration process
before closing the page.
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